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Changing your Office@Hand password
Article #5176

How do | change my Office@Hand password?

Passwords and Security Questions on your online account maintain your account's confidentiality and
privacy. The steps below will guide in changing your security settings or another User's security settings.

Changing Another User's Password, PIN or Security Question

Note: You need to have Administrator access to change the Password, PIN or Security Question of another
User in your RingCentral account.

1. Login to your Office@Hand online account.
2. Click Users. Click the name of the user or extension whose security settings you want to change.
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3. Under User Details, click User Password.
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4. Enter your Admin Password.

Enter the New Password, PIN or Security Question that your wish to assign to the User.

Changing the Password
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User Password

Current Admin Password: I ........

Change Password
Used te login to your cnline account

New Password: | seeees |

Atleast & characters, mix of letters, numbers, and symbols

Confirm Password:

Please enter the password again

Change PIN ®
Used to access your account from a phone
New FIN:
6—10 numbers, non-repeating, non-sequential
confirm PIN:

Please enter the PIN again

Security Question
Used to reset your password or to identify your aceount when contacting Customer Service
Security Question: ‘Whatis your pet's name?

Answer: R

Use 5 or more characters; not case sensitive.

Changing your Office@Hand password #5176

Password Criteria :
& One letter
€ One number

Q One special (1, @, $. #) or upper case
€ Atleast 8 characters
& Max 32 characters

Note: The New Password needs to follow the Password Criteria. The criteria allows the User's Password to be
secure and less vulnerable to unauthorized access. It should at least contain:

One (1) letter
One (1) number

Changing the PIN

One (1) special character (!, @, #, S, %, », &, *, .) or One (1) uppercase letter
At least eight (8) characters with a maximum of 32 characters.

The PIN is used to verify the User's identity when checking their voicemail from a phone or in the automated

attendant when contacting Customer Care. The new PIN must meet the following criteria:

e At least 6 numbers

e  Maximum of 10 numbers

e No letters

o Non-sequential and Non-repeating
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User Password

Current Admin Passwaord:

Change Password
Used to login to your onfine account

New Password:

Confirm Password: -

Changing your Office@Hand password #5176

At least B characters, mix of letters, numbers, and symbals

Flease enter the password again

Change PIN @

Used to access your account from a phone

New PIN: |

Confirm PIN:

6—10 numbers, non-repeating, non-sequential

Flease enter the PIN again

Security Question

Security Question: ‘What is your pet's name?
Answer: R

Use 5 or more characters; not case sensitive.

Used to reset your password or to identify your account when contacting Customer Service

PIN Criteria
€3 Atleast6 characters
& Max 10 characters

€ Numbers only

& Non-sequential, non-repeating

Changing the Security Question and Answer

Click on the drop-down list to select the security question and fill in the answer field.
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User Password

Current Admin Password:

Change Password
Used to login to your online account

MNew Password:

At least 8 characters, mix of letters, numbers, and symbaols

Confirm Passwaord:

FPlease enter the password again

Change PIN ©

Uszed to access your account from a phone

Mew PIM:

ht 'a ur id hn:u:ud nicne '? )
What is the middle name of your youngest child?

What is your oldest sibling’s middle name?

What school did you attend for sixth grade?

What are the last & digits of your driver's license number?

Confirm PIN:

Security Question | Whatiis the country of your ulimate dream vacation?

Used to reset your password o = ot he 3 !
In what city were you born?
Security Question: Whatis the country of your ultimate dream vacation?

Answer: I DR

Use 5 or more characters; not case sensitive.

5. Confirm the changes and click Save.

Changing your Password, PIN or Security Question

1. Login to your Office@Hand online account.
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Click Settings.

Note: If you are logged in as an Administrator and would like to change your Password, PIN or Security
Question, you have to switch the view from the Admin Portal to My Extension, and then click Settings.
Click User Details on the left side (John Smith in this example), then click User Password.

0 (©

User Details
John Smith
Ext.101 First Name: John
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h Phones & Numbers Record User Name » @
Contact Phone: +1 (650) 884-1234 )
e Screening, Greeting Mobile Phone:
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(o (’ Call Handling & Department
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education, training materials, etc.
Messages & User Hours Custom >
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I User Password > I
Regional Settings >
B outoound caler ip
Apply Template >
Status: Enabled
=g Outbound Fax

4. Enter your Current Password, and then enter your New Password, PIN or Security Question.

Changing the Password
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User Password

Current Password: | sesseses

Change Password
Used to login to your online account

New Password: | seees g

At least & characters, mix of letters, numbers, and symbaols

Confirm Password:

Please enter the password again

Change PIN @
Used to access your account from a phone
New PIN:
6—10 numbers, non-repeating, non-seguential
Confirm PIN:

Please enter the PIN again

Security Question
Used to reset your password or to identify your account when contacting Customer Service
Security Question: ‘What was your childhood nickname?

Answer: g

Use 5 or more characters; not case sensitive.

Note: The New Password needs to follow the Password Criteria. This criteria allows your Password to be

Changing your Office@Hand password #5176

Password Criteria :
& One letter
€3 One number

@& One special (I, @, $,#) or upper case
€ Atleast8 characters
& Max 32 characters

secure and less vulnerable to unauthorized access. Password should at least contain:

One (1) letter
One (1) number

Changing the PIN

The PIN is used to verify your identity when checking your voicemail from a phone or in the automated

One (1) special character (!, @, #, 5, %, », &, *, .) or One (1) uppercase letter
At least eight (8) characters with a maximum of 32 characters.

attendant when contacting Customer Care. The new PIN must meet the following criteria:

e At least 6 numbers
e Maximum of 10 numbers
e No letters
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Non-sequential and Non-repeating

User Password

Current Password

Change Password
Used to login to your onfine account

New Password: - .

Al least & characters, mix of letters, numbers, and symbols

Confirm Password: - .

Flease enter the password again

Change PIN @ PIN Criteria

Used to access your account from a phone
€3 Atleast6 characters

New PIN: | @& Max 10 characters

6—10 numbers, non-repeating, non-sequential €3 Numbers only

& Non-sequential, non-repeating

Confirm PIN:

Flease enter the PIN again

Security Question
Used to reset your password or to identify your account when contacting Customer Service

Security Question: ‘What was your childhood nickname? v
Answer: T

Use 5 or more characters; not case sensitive

Changing the Security Question and Answer

Click on the drop-down list to select the security question and fill in the answer field.
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User Password

Current Password:

Change Password

MNew Password:

Confirm Passwaord:

Change PIN ©

Uszed to access your account fr

Mew PIM:

Confirm PIN:

Security Question
Used to reset your password or

Security Question:

RingCentral Office@Hand from AT&T

Used to login to your online account

At least 8 characters, mix of letters, numbers, and symbaols

FPlease enter the password again

om a phone

F A0 mumhare nnn.rancatinn nnn.econnantial

Changing your Office@Hand password #5176

What was your childhood nickname?

What is the middle name of your youngest child?

What is your oldest sibling’s middle name?

What school did you attend for sixth grade?

What are the last & digits of your driver's license number?

ing (] iCnl 13 [

wy = | L] ¥ I |
What is your pets name?
In what city were you born?

What was your dream job as a ch

What was your childhood nickname?

Answer: I

Use 5 or more characters; notc

ase sensitive.

Cancel Save

5. Confirm the changes and click Save.

Keywords: Resetting, reset, forgot password, forgot, lost, Office@Hand, password, fraud, login, log in, 5176,

online account
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